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Briefing Sheet cn Item 3 
Conmnninatloc Security (OSCIBi lV16$ and 168) 



on 

to rtF 



1. t he events and considerations which resulted in a] 



Conference 



I Communication Security, hold at Washington in Kay xy>t, are set 
in the Enclosure. 



2. On 27 May 1951 the Report of the Conferenc 
discussed and approved by USCI3, which also agreed 
Nat ional Se c uri ty Council (TfSC) for approval of the 
the [ and of the conditions precedent thereto. 



e (USCTBs li*A32) was 
to subnit it to the 
recommendation to approach 



3. The Chairman of USCI3 submitted the Report to the 1’ISC on 3 June 
19Slj cn 11 January 1952 the President approved its conclusions and recom- 
mendations. 

h.a. LSIB approved the Report on 7 June 1951, in a msoorandura to the 
Chairman, USCIB, in tfiich the Chairman, LSIB stated further that LSIB "has 
decided that it does not require the a pproval of any higher authority." He 
also stated that "a draft brief to the 



is being prepared for discussion between representatives of our two Boards. B 



b. Xu a memorandum to the Chairman, USCIB, 



dated 10 December 1951 



( USCIB i lh/185) the Chairman LSIB stated that a L5IB has now examined the 



U.K. making an initial approach to them aoout their communication security." 
LSIB further proposed that the approach be made "at the first opportunity" 
and stated that the "UK autho rities ca n provide in two months 1 time 8 CCM 
machines to be offered to the | | (as per the reoaHsend attorn in paragraph 

hs of tha Report), flppandfa "f\» fco~LSI3»s Memorandum sets forth the details 



o? 

par last sentence ox suo-paragrepn a aoove; . 15X91 now TEC 
meats on its proposals "at its earliest convenience. * 



UN 

noma US 



as 



USCIB* s com- 



I 



5 .a. paragraph 3k of the Report of the 



Conference states that: 




report." 



» S 



» 



/m ,c 




Declassified and approved for release bvNSA on 03-06-2014 pursuant to E.Q. 13523 









b. 2 b August 1$$X tb9 Report of the Trlj 
approv ed by the US. As of this date neither the] 
Ocwm n — li t haa approved that Report. However, it 



EO 3.3(h) (2) 

PI, 86-36/50 USC 3605 



Lie Vox* 
nor thef 
to be i 



baaed upon that conclusion iriwply etatee that* (asCXB:lb/l32,bb) 

*b. The proposed approach and plan be isnleramted when 
LOXB aad OSCXS bore agreed that the requisite conditions 
hare been Bet." 




6. With reference to the 004*8 to be provided, the OK, as noted above, 
elU be ready in about two Months t o provide i ts quota (8) of the tw e nty 
aacbinaa initially required for the I ~~t | the US agreed to furnish 

the regaining twelve* At the tine of the Conference, the Army agreed to 
provide these twelve Machines aid It is assussd that this promise is still 
valid* Sixty additional Machines are to be provided by the US and the UK "in a 
p rogram p totted in consonance with their respective HAfO oaanitEjeQta* 8 



W.F.F. 
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ENCLOSURE 



• 10 3.3(h) (2) 

PL 86-36/50 USC 3605 



1— a- — E a rly C^sldarmtfn ni In 19i*d OSCIB discussed tbs problem of 

as the most Important aspect of the "Security 
of *03 tom European Union Consideration." OSCIB could not agree on muuiw 
to be taken and submitted to the National Security Council (NSC) a split 
report: the Majority (ID, ASA, CN C, and CIA) feeling that too aochi I 



would be lost to the US by Informing thef 
I I HSC voted to take no action but to keep the problem under survuil- 

lance. 



to th 



5 



ft. wav ha nntari at. t.hnt. tdum. that. flgaal Britain uant^ri t>» reveal 



3 



and 



sc expressed himself to Marshall, but Marshall replied that NSC could 
not accept the British proposal. 

2. a. Reconsideration of Problaa 1950 ; The problem was raised again 
in USC 13 in '/eptareber when tHo seriousness of the situation was fait 
by CIA and the Department of State to raarit reconsideration. 



b. SBCCQM to which the problem had been referred submitted its 
report to psctb t n u«w^Bh«T» recommending that steps be taken to improve 

when a secure gr oup had been sstabl 



TffSB In^m 
compromise 



only 



TEE" 



l uorertamat wiic 
"Provi aion Sy t*fie 



trtT-t 



was 



cbulJ rec^re lnforaiaiion without risk 'of 
iis or 'Of of a cryptographic system for ' ' 

re coinmend ed as the best solution. 



EO 3.3 (h) (2) 

PL 86-36/50 USC 3605 



e. On 12 December 1950 a letter was recei ved from LSI 3 givin g the 



EO 3.3 (h) (2 
PL 86-36/50 



British views an the subject of the insecurity of | I conmuni- 

cations. The It ttar stated that the British were of the opinion that a 
complete reorganisation of the i ~ I arrangements was necessary 

and that they vara prepared to reveal to the French the fact that they could 
* [ The 'letter 'further proposed 'that' an AF^A/ciftiQ 

Srenfce " L " ■ 



5onf 



be halo in early JL9>1 to work out the details of action required. 



use 3605 



d. In late January 1951 Admiral Stone appointed m AFSA Ad Hoc 
Committee under the chairmanship of Hr. tfllliam F. Friedman to work out a 



draft of the US position on the matter. This committee submitted on 
ruery its report, the main conclusions of which werei 



7 Feb- 



•a. Much valuable intelligence is contained in the 



Enclosure to Briefing Sheet on Item 3 (73rd Heating OSCIB) 
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b* The present 



£8T^.4 (h) (2) 

PL 86-36/50 USC 3605 

LOCS-Cf-theT 



1 

/are auoa that mi Intel ngeaoe K fully available 



fib 3.3(h) (2) 

?L 86-36/50 USC 3(:0b 



to oqjr efficient co— unlcetioo intelligence (CCMUfS) organisation. 

o. This situation can be oerreeted only by a con? late overha al and 
raplaoHMot of the present insec ore cryptographic systems by secure 
syateos. 

d. The intportance of denying this source of COKEHT to Russia is 
such that it Is in the interest of the United States not only to 
accept a similar denial for itself* but to provide* at least in part* 
the c ry p t ographic devices essential to security. 



a* Negotiations with the 



(Banner that there is [ 



] should be conducted In such a 



f. Negotiations with the 



] should* if practicable* be can- 



ducted entirely by the British in order to avoid, disclosure of] 
cryptologic collaboration. eo 3 .3(h) ( 2 ) 

\/\ ' ~ PL 86-36/50 USC 3605 

Negotiations should not bo instituted prior to the form tion 



£ 

of a secure group id. thin the[ 



]uaverrs*ent. 



e. On 13 Hareh l?5l a letter was sent to LGIB propos ing the agenda for 
the fortaconing conference within the frswework of overall |~ 

The points of the agenda werei 1 



"1. Toe nature and scope of the insecurity of 



r 



cpffgaunl cations T 



2. The nature and scope of present] 

3. 



internal insecurity. 



The mo st effec tive technical assistance which can be given 
to tho | [ 



it. The devaLopnent of a specific plan for I m pro v ement of 
comaunication s insecurity. 



Govorunant.” 



5. The basis for a successful approach to the 
The letter also stated the exposition of the US delegation. 

f. Brtttafr prop osa ls f or the Conference were receive d 1 3 April 1 ? £L , 
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g* The OS/DX Coof erenee was Mid 1-lU Kay 1951 la Washington. Its 
rsoo— andstlona wra 

•a. The above conclusions be approved; 

b. Tho proposed approach and plan he Implemented tffcon LSI B and J5CIS 
have agreed that the requisite conditions have been net; 

c. The roatp eofcire ChaAraon of LS1B and DSCIB and/or their nominees 

[ order to brief the UJ[* and the U.S. Ambassadors and 
also to participate as required; 

d. L3I3 and U3CI3 keep this problem under continuous review, and 
take such Implementing action as nay be agreed to be necessary; 

o. The U.K. Government provide eight and the 0.3. Govarment twelve 
of tho twenty CGMa required for initial implementation of the crypto- 
graphic plan, and that tho additional sixty CCMs be provided ay the two 
Governments in a program phased in consonance with their respective 
SATO commitments.* 
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